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Abstract—Finite field reasoning techniques in Satisfiability
Modulo Theories (SMT) have gained great attention recently
due to their application in the verification of cryptosystems.
However, while the production of independently checkable proofs
to ensure the correctness of solver implementations has become
increasingly relevant in modern SMT solving, no state-of-the-art
SMT solver that supports reasoning over finite fields currently
produces proofs. We address this limitation by proposing a
proof calculus that captures the decision procedure for finite
field reasoning employed by the SMT solver CcvC5 and by
instrumenting the solver to generate proofs within this calcu-
lus. Furthermore, we introduce an extension of the Practical
Algebraic Calculus (PAC) that mirrors our proposed system,
along with a corresponding enhancement to its proof checker,
PACHECK, enabling it to verify the generated proofs. Finally,
we formalize the proposed calculus in the Lean proof assis-
tant and extend the LEAN-SMT tactic to use it. This enables
formally verified proof checking and provides proof automation
for Lean formalizations involving finite fields via SMT solving.
An evaluation over benchmarks from various zero knowledge
proof compilers shows that supporting proof production for finite
fields has an overhead on par with proof production for other
theories supported by cvc5. All proofs can be checked almost
instantaneously with PACHECK; LEAN-SMT, while slower, can
verify over 60% of them.

I. INTRODUCTION

Finite fields are central to many cryptosystems [6], [14] due
to their usage in cryptographic operations. For example, Zero-
Knowledge Proof (ZKP) protocols are used for building sys-
tems that maintain privacy [11]. ZKP proofs can be expressed
by a set of finite field equations. Since this representation
is inconvenient for humans, ZKPs are usually written in a
higher-level language and translated by a compiler. A bug in
the implementation of these compilers could be catastrophic:
it could alter the intended statement, causing the compiler to
produce a valid proof for a false claim. Motivated by this
problem, and the verification of other cryptosystems, formal
verification of finite-field based systems has recently gained
great research interest, with SMT solvers used as an essential
component [22]. As a result, decision procedures for a theory
of finite fields have been developed and implemented in the
state-of-the-art SMT solvers cvc5 [20], [21] and Yices2 [12].
An important functionality in SMT solvers is to produce
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certificates that can be externally verified. For unsatisfiability
results, generally corresponding to the validity of verification
goals, the certificates correspond to refutation proofs. Proof
certificates increase the confidence in a solver’s output for al-
lowing independent verification by third-party proof checking
tools. Furthermore, they can be used to increase automation
in proof assistants, allowing them to discharge certain goals
via external solvers provided that those solvers can produce
justifications that can be internally reconstructed into proofs
accepted by the proof assistant’s kernel [10], [16], [19].

Unfortunately, neither CvVC5 nor Yices2 can produce proofs
for their finite fields reasoning. This hinders their trustworthi-
ness in certain domains and also limits their usage for proof
automation in systems that could leverage SMT solvers for
finite field reasoning.

Contributions: In this work, we instrument CVC5 to
extend its already extensive capabilities to produce proof
certificates to producing proofs in the theory of finite fields.
CVC5’s subsolver for the quantifier-free fragment of the theory
of finite fields mainly exploits Grobner Bases to decide ideal
membership instances, which in turn provides an incomplete
test to determine whether a set of polynomials have no
common roots. When this fails, it falls back to root search,
either over roots of univariate polynomials or exhaustively over
all elements in the field.

Our first contribution (Section III) is a proof calculus
capable of expressing the two kinds of reasoning above,
together with code instrumentation enabling CVC5 to emit
proofs in that calculus as certificates in the ALETHE [26]
proof format for SMT. The proof rules for ideal membership
are inspired by the Nullstellensatz proof calculus [5], where
each ideal membership proof step is represented by a linear
combination. We extend it with rules that capture the root
search procedure and rules that handle preprocessing, both for
term simplification and for converting finite field constraints
into the polynomial form used for computing Grobner Bases.

Our second contribution (Section IV) is an extension of
the Practical Algebraic Calculus with rules for root search,
as well as an extension of its checker, PACHECK [15], into
FFPACHECK, to be able to verify our proofs in the theory of

This article is licensed under a Creative
BY Commons Attribution 4.0 International License


https://fmcad.org/FMCAD26
http://orcid.org/0009-0007-2854-0104
http://orcid.org/0000-0003-1414-7073
http://orcid.org/0000-0001-9950-672X
http://orcid.org/0000-0002-5645-0292
http://orcid.org/0000-0002-6726-775X
http://orcid.org/0000-0002-9522-3084
http://orcid.org/0000-0003-0188-2300
https://doi.org/
https://doi.org/
https://creativecommons.org/licenses/by/4.0/

finite fields. This is done by lifting PAC and PACHECK from
its original pseudo-boolean setting to arbitrary prime fields and
adding support for the case-split introduced by the root search
which could not be captured by the original calculus.

We leverage the CARCARA proof checker [2], an efficient
standalone checker for ALETHE, to verify the complete SMT
certificate, which covers preprocessing, propositional reason-
ing, and the other involved theories. To handle finite-field
reasoning, we encapsulate it in a single ALETHE rule whose
side condition is discharged by invoking FFPACHECK.

Our third contribution (Section V) is a mechanization of
the proof calculus for finite-field constraints in the Lean 4
proof assistant [9], together with a proof of soundness for
all of its rules. This mechanization allows us to extend LEAN-
SMT [19], a tactic that can reconstruct CVC5 proofs into Lean,
to support also goals over the theory of finite fields. This
amounts to providing translations of Lean goals expressed
in integer arithmetic modulo a prime into an SMT theory
of finite fields, as well as reconstructions of the resulting
SMT proofs into Lean. To represent polynomials, we use the
abstract algebraic representation of multivariate polynomials
in Lean, several of whose properties (notably evaluation) are
non-computable. To handle this, we introduce an intermediate
representation that lets us compute the relevant properties.

Our fourth contribution (Section VI) is an evaluation of our
instrumented version of CVC5 with proof production for finite
fields, which shows two main results: (¢) the runtime perfor-
mance of solving together with proof production is comparable
to that of solving with proof production and checking in
Carcara; and (i7) LEAN-SMT is able to reconstruct a substantial
fraction of the proofs generated by cvc5. Out of 403 unsat
QF_FF instances, CVC5 with proof production solves 392, all
verified by CARCARA, while LEAN-SMT reconstructs 247.

Related Work: Finite field reasoning in SMT was intro-
duced for cvcS and later extended by Ozdemir et al. [20],
[21]. It was added in Yices2 by Hader et al. [12]. In this paper,
we focus on the finite fields theory solver presented in [20].
Proof production has been explored for several SMT theories.
For the solver of interest in our work, CvcC5, Barbosa et
al. [4] introduced the general framework for proof production
in an SMT solver. Independent proof checking is supported by
the CARCARA proof checker [2], which targets the ALETHE
proof format. More recently, ETHOS [25], a checker for
the EUNOIA logical framework has also been introduced.
Works on integrating proofs from SMT solvers with proof
assistants have been explored in Lean, with the LEAN-SMT
tactic [19], Rocq with SMTCOQ [3], [10] and Isabelle/HOL,
with SLEDGEHAMMER [7], [16], [27].

To the best of our knowledge, this is the first work on proof
certificates for the SMT theory of finite fields. Similar work on
SMT certificates beyond linear arithmetic (targeting nonlinear
real arithmetic) was done by Mascarenhas et al. [18], which
describes the formalization of a proof calculus for incremental
linearization as well as their extension to proof reconstruction
in LEAN-SMT. Work towards the same goal was explored by Li
et al. [17], who extend the Isabelle/HOL proof assistant with

support for verifying certificates from univariate Cylindrical
Algebraic Decomposition, and by Harrison [13] in sums-of-
squares certificates.

Beyond certificates for SMT reasoning, Kaufmann and
Biere [15] introduced the Practical Algebraic Calculus and
the Nullstellensatz proof calculus for certificates from arith-
metic circuit verification, together with the proof checkers
PACHECK, and its Isabelle/HOL-formally verified counterpart
PASTEQUE, and NUSS-CHECKER. Our work lifts PACHECK
to prime fields and extends it to support proofs beyond ideal
membership.

II. TECHNICAL PRELIMINARIES
A. Algebra

We start by introducing relevant algebraic notions and
notation as well results that are important to our work.

A field F is a set equipped with binary operations +
and - (addition and multiplication) that have identities 0 and
1, respectively, inverses (except for 0 in the multiplicative
case) and satisfy the associative, distributive and commutative
properties. A finite field is a field with a finite number of
elements, called its order. All finite fields have order p™ where
p is a prime and n is a positive integer. If ¢ and s are finite
field terms, we write ¢ — s as an abbreviation of ¢ + (—1) - s.

Finite fields of the same order are isomorphic. We denote
a representative of the fields of order p by F,. Throughout
the text, X = (Xi,...,X,) will denote an ordered list of
variables, and F,[X] will denote the set of polynomials with
variables in X and coefficients in IF),.

All reasoning techniques currently implemented in SMT
solvers we are aware of are limited to fields of order p™ with
n = 1. Although the procedures we describe here for checking
and producing proofs are not subject to this limitation, we will
adopt the same restriction in their presentation. This restriction
also simplifies our implementation: with n = 1, each field IF,,
is the integers modulo p, so that arithmetic reduces to modular
integer arithmetic.

We can impose an order for the monomials of a given poly-
nomial f based on X. A standard example is lexicographic or-
der, defined as follows. For all monomials m; = X fl RED, $is
and my = XU ... XP», we have have that m; > my if the
leftmost non-zero difference a; — b; is positive. For a given
variable order, 1m(f) and 1t(f) denote the greatest monomial
and term of f, respectively, where a term is the product of a
monomial and a constant in [, its coefficient.

Let B = {f1,..., fx} be a set of polynomials over F,[X].
The set I = {g1- f1+---+gr-fu | 9s € Fp[X]} is the ideal
generated by B, also denoted by (B). Set B is the basis of I.
Note that, if [ is an ideal, then hf 4+ kg € I for every f,g € I
and h, k € F,[X].

The set V(I) := {x € F}, | Vf € I, f(x) = 0} is the variety
of I, where f(x) denotes the result of evaluating polynomial
[/ at point x and [} the set of n-tuples of elements in FF,,. Note
that, by definition, if I = (B), then V(I) is exactly the set
of common roots of polynomials in B. This suggests a basic
test for the existence of common roots: If we can prove that



1 € (B), then the polynomials in B have no common roots.
The converse of this result holds for algebraically closed fields.
However, since finite fields are not algebraically closed, it fails
in general when roots are restricted to IF),.

A sound test for ideal membership is given by the re-
duction operation. Given f,g € F,[X], if 1m(g) divides the
monomial of some term ¢ of f, we say that f reduces to
r o= f — #(g)g under g. This is extended to a set of
polynomials P in the expected way: we say that f reduces
to r under P if r can be derived by a sequence of single-
step reductions of f, each step using a polynomial from P
whose leading monomial divides some term of the current
intermediate result. In such a case, we write f =p r. Note
that by this definition, if f reduces to O under P, then
f € (P). Unfortunately, for finite fields, this test is incomplete.
However, completeness can be recovered with Grobner bases.
A Grobner basis G for an ideal [ is a generating set of I with
the additional property that reduction under GG is a complete
test for ideal membership.

For our presentation, Grobner basis computation is un-
derstood through Buchberger’s algorithm [8], which is used
in SMT solvers that rely on Grobner bases [20], [21]. The
algorithm relies on two polynomial operations: reduction by a
set of polynomials (as defined above) and computation of S-
polynomials. Considering polynomials f, g, their S-polynomial

spoly(f,g) is:

 lem(im(f),1m(g)) ,  lem(lm(f), 1m(g))
spoly(f,g) = 1t(g) - 10(f)

Here, 1cm(a, b) denotes the least common multiple of a and b,
i.e., a polynomial ¢ such that any common multiple of a and
b is also a multiple of g. Notice that if f, g are in an ideal
then spoly(f,g) is also in I.

On input G the algorithm computes a sequence of bases
Go =G, ...,G,,, where for some i, G; is a Grobner basis.
Each G; is built from G;_; by non-deterministically applying
one of the following three rules:

1) If for some f,g € G;_1, spoly(f,g) reduces to r # 0

under G;_1, then G; = G;_1 U {’I“}

2) If for some f € G;_1, f reduces to r # 0 under G;_1 \

{f}. then G; = (Giot \ {f) U {r}.

3) If for some f € G;_1, f reduces to zero under G;_1 \

{f}, then Gz = Gi,1 \{f}
B. Satisfiability Modulo Finite Fields

We work in the setting of many-sorted classical first-order
logic with equality. Consider the many-sorted signature ¥ con-
taining the sort Bool, interpreted as the binary set of Boolean
values, and a family of function symbols =~ : 0 x ¢ — Bool,
for every sort ¢ in X, interpreted as the identity relation over
the domain of o. In this context, a theory is a pair ' = (%, I),
where ¥ is a signature and I is a class of Y-interpretations that
fix the meaning of theory symbols. A formula ¢ is satisfiable
in a theory 7T if there is an interpretation in I that satisfies (.

In this work, we are interested in satisfiability in the theory
of finite fields, more specifically, in the procedure implemented

in cvc5 [20] as a theory solver for the CDCL(T") framework
on which cvcC5 is based. The main task of a theory solver
in CDCL(T) is to determine the satisfiability of a conjunction
of literals in a specific theory. In the context of finite fields,
the literals are expressions of the form ¢ D1 s where D1 €
{~2, %} and t and s are polynomials. That is, CVC5’s theory
solver for finite fields is tasked to determine whether a set
of (dis)equations between finite field polynomials admits a
solution. It implements a decision procedure whose high-level
description is provided in Figure 1.

Since we will produce proofs in terms of ideal membership
and varieties but are only interested in finite field expressions,
we consider sets of sort Set whose elements are of finite field
sort, a membership predicate symbol €, and the empty set (.

III. PROOF CALCULUS AND PROOF PRODUCTION

Our proof calculus is designed to fully capture the decision
procedure for the theory of finite fields outlined in Figure 1
(proposed by Ozdemir et al. [20]) while facilitating the instru-
mentation of a solver implementing this procedure to produce
proofs and enabling scalable proof checking.

The decision procedure operates by first simplifying terms
via rewriting (line 4 of Figure la), then, converting the
satisfiability of a set of finite fields literals into the problem
of deciding the existence of common roots of polynomials
(lines 5 and 6 of Figure 1a). Then, using this new framing, it
proceeds by trying to refute the problem via ideal membership
testing (lines 7 and 8 of Figure 1a), falling back to a common
root search procedure (Figure 1b) if needed.

Our proof rules are written as inference rules of the form:

80180774 | t17'-')tm
G

where m,n > 0; ¢1,...,p, are the rule’s premises;
t1,...,ty are the rule’s parameters, or arguments; 1 is the
conclusion; and C' is an optional side condition.

[if C]

A. Proving Polynomial Equalities

SMT solvers often rewrite expressions in order to sim-
plify formulas. This is represented in the decision procedure
outlined in Figure 1. For finite field expressions, there are
seven arithmetic rewriting rules applied to completion modulo
associativity and commutativity (AC) of - and +:

t+ci+co — t+a t+0 — ¢

ci-co-t — m-t 1.t — ¢t
ci1 t+ct — a-t 0-t — 0
t'(tl +t2) — (t~t1)+(t~t2)

where ¢; and co are constants, a is the result of their addition
and m the result of their multiplication.

The rewrite system above is equivalence preserving and
normalizing modulo AC of - and +. In particular, any two
irreducible rewrites ¢; and ¢, of the same term t are both
equivalent to ¢, are in polynomial form, and can be made
identical under a fixed monomial order. Hence we can talk
about the normal form Norm(t) of ¢, the polynomial obtained



In: A set of Fp-literals L in variables X
Out: UNSAT/SAT
1 Decision Procedure
G + 0; W; + freshVar(),Vi € {1,...,|L|};
for (s; x; t; € L)
si + Rewrite(s;); t; < Rewrite(t;);
if (<, =~) G+ GU{si —t;};
elif (<; = 4#) G+ GU {Wl(sl — ti) — 1};
B + GB(G);
if (1 = p 0) return UNSAT;
m < FindZero(B);
if (m = L) return UNSAT;
else return SAT;

o X N R W N

—
<

—
=

(a) Main procedure. Rewrite applies to completion the arithmetic
simplification rules described in Section III.

In: A Grobner basis B C F,,[X]
In: A partial map M : X’ — F,, (empty by default)
Out: A total map M : X' — Fp or L
1 FindZero
2 |if (1 € (B)) return _L;
3 |if (M| = |X'|) return M;
4 |for (X! — z) € ApplyRule(B, M))
5 | |7« FindZero(GB(BU{X; — z}), M U{X] — 2});
6 if (r # L) return r;
7 |return L

(b) Common roots search procedure.

Fig. 1: cvcS’s decision procedure for the theory of finite fields.

(in finite time) by applying the rewrite rules above to ¢ to com-
pletion and then reordering the result according to the chosen
monomial order. An important consequence of normalization
is that polynomials with the same normal form are equivalent.
We capture this property with the £f_poly_norm proof rule,
which derives the equality of two polynomials s and r when
their normal forms are the same:
— | st
———— if Norm(¢) ~ Norm(s)
t~s
The rule above represents polynomial-level rewriting. How-
ever, the literals we deal with are (dis)equalities. To lift
normalization to equality literals, we introduce the rule
ff poly_norm_eq:
Cl'(tl—SQ)%02~(t2—52) | —
(t1 = 51) = (t2 = s2)
where c¢; and co are scaling constants and the equality
literals in question are t; =~ s; and t; =~ so. Equalities
matching the single premise of this rule can be derived using
ff _poly_norm.

Proving polynomial equalities and the equivalence of equal-
ities is essential both for justifying rewriting steps and for the
polynomial conversion proofs. As discussed later, these rules
also enable finer-grained proofs of ideal membership.

B. Polynomial Conversion

The first step of the decision procedure is to translate the
satisfiability of a set of equational literals into the existence
of common roots of a set of polynomials. We break this
conversion into three kinds of step: equality, disequality, and
problem setting conversions.

1) Equality Conversions: We normalize equality literals
¢ = (t = s) to literals of the form ¢ = (t — s =~ 0).
This way the roots of the polynomial ¢ — s correspond
exactly to the satisfying assignments for ¢. More precisely,
if ¢ has been assumed or derived, we first derive the literal
1-(t—s)~1-((t—s)—0) by £f_poly norm, which we can
do as the two sides of the equality have the same normal form.

Then we can apply ff_poly_norm_eq to that literal, with
¢1 = ¢g = 1, and derive the equivalence (¢ ~ s) ~ (t—s ~ 0).
Finally, we can apply a modus-ponens-like rule (not shown
here) to derive ¢ from £.

2) Disequality Conversions: Disequality literals have the
form ¢ = (t % s). Notice that if w is a fresh variable, the
literal ¢/ = (w - (t — s) — 1 = 0) is equisatisfiable with £.
In fact, all satisfying assignments of ¢ can be extended to w
to satisfy ¢’ by just assigning to w the multiplicative inverse
of the (non-zero) value assigned to t — s. Moreover, every
assignment that satisfies ¢/ must give different values to ¢ and
s; hence, it satisfies /.

We introduce the rule £f_diseq to derive ¢’ from ¢, but
rather than using a fresh variable w to represent multiplicative
inverse of ¢t — s, we use the Hilbert choice operator € instead.
The term ew. ¢(w) denotes a value satisfying ¢ when one
exists; in this context, the constraint on the value is that it is
the multiplicative inverse. This way, the soundness of this rule
does not depend on global assumptions about the freshness of
introduced variables:

- |
(eww-(t—s)—1=0)-(t—s)—1=0)

s,

(t#s) =
Similarly to the equality conversion, given a disequality /¢
and the equality derived by the rule above, we can derive an
equality equivalent with ¢’

3) Problem Setting Conversions: Given one or more literals
in polynomial form (f ~ 0), for instance derived as explained
above, the rule £f_poly_conversion lifts those literals to
the setting of polynomial varieties:

GO gm0 | -
V(<gl> s agn>) 5{7 0
C. Ideal Membership Proofs

The decision procedure from Figurela perfoms two forms
of ideal membership reasoning:
1) Grobner Basis computation (line 7 of Figure 1a), that
enables a complete test for ideal membership.



2) Ideal membership testing (line 8 of Figure la), used as
an incomplete refutation procedure.

Considering the relevant operations outlined in the prelimi-
naries section, both forms of reasoning can be captured by
just two proof rules: ff_ideal_generator, which states
that the generators are in the ideal they generate, and
ff_poly_combination, which states that a linear combina-
tion of elements in the ideal is also in the ideal:

- | G

— if fe @G

[ e(G)
ri€(G)y --- ., €(G) | Seq,,

i mi i € (G)
where Seq,,, denotes the list mq, ..
sisting of arbitrary polynomials.

1) Grobner Basis Computation: For Grobner basis com-
putation, we use the rules above to prove preservation of
ideal membership, following the sequence-of-bases formula-
tion from the background section.

First, membership of every polynomial in Gy = G is
established via ff_ideal_generator. Since we only need to
preserve membership, only steps 1 and 2 are relevant. These
steps use two operations: computation of S-polynomials and
reduction by a set of polynomials.

Recall that spoly(f,g9) = q1-f + gz - g, with ¢; and ¢ as
defined in the background section. Then, if f, g € (G), we can
instantiate £f_poly_combination with membership facts of
f and g as premises and (g1, g2) as the list of multipliers, in
order to prove that spoly(f,g) € (G).

Reduction can be written as reduce(f,g) = f + ¢ - ¢g. For
each reduction step with g € G;_1 and f € (G), we instantiate
ff_poly_combination using the membership facts for f and
g as premises and (1, ¢q) as the list of multipliers.

2) Ideal Membership Testing: Our goal is to prove that if an
arbitrary polynomial f reduces to zero under @ C (G), then
f € (G). By the definition of reduction, f —¢q; - g1 — -+ —
qr - g = 0 for some g; € Q and polynomials ¢;. Hence f =
q1-91+ - -+4qk- gk, and we instantiate £f_poly_combination
with the membership facts for ¢;,...,gx as premises and
(g1,---,qk) as the list of multipliers, concluding f € (G).

., my of multipliers, con-

D. Branching Rules

To achieve completeness, since ideal membership is an in-
complete refutation procedure, we must capture the root search
procedure FindZero. The ApplyRule procedure (line 4 of
Figure 1b) produces a list of possible assignments according
to three criteria:

1) If there is a unmivariate polynomial f € B in some
variable x, we can restrict the search for common roots
to the roots of f.

2) When the ideal has additional structure, specifically
when (B) is zero-dimensional, we can compute a uni-
variate minimal polynomial f € (B) in some unas-
signed variable, and then proceed as above by restricting
the search to its roots.

3) As a last resort, we search exhaustively over all possible

assignments in the field.

Rules 1 and 2 share a common structure: there is a univariate
polynomial in the ideal (whose membership we can prove),
and the search can be restricted to its roots. This is captured
by a single proof rule, £ff_root_branch:

V(G)#0 fe(G) | xRoots(f)
vaRoots(f) V(<G U {Jf - U}>) ;7\é 0

Here, f is a univariate polynomial in z. Including x — v
restricts the variety to points with x = v. If f has no roots,
the conclusion is an empty disjunction, i.e., false, as desired.

For exhaustive branching, it suffices to enumerate all
possible values of a variable. This is captured by rule
ff exhaust_branch:

V((G)) # 0
Vier, VUGU{z —v})) # 0
E. Unsatisfiability Conclusion

| =«

Finally, we need a rule to conclude that a problem or
branch is unsatisfiable. The rule rests on the fact that an
ideal containing 1 has an empty variety. Applied to each
disjunct of a branching rule conclusion, or to the conclusion
of £f_poly_conversion, it produces a contradiction.

1e(G) |
V{G)) ~ 0

F. Implementation

We instrumented CvCS5’s finite field decision procedure to
produce proofs leveraging CVC5’s extensive proof infrastruc-
ture [4]. We also instrumented its dependency CoCoAlib [1],
which performs Grobner basis computation and ideal mem-
bership testing, to emit proofs in our calculus. To deal with
the two different representations for polynomials, in CVCS5
and CoCoA, we augmented the interface between the tools
to handle the translation between them.

Each ideal membership of linear combinations step is ini-
tially recorded by an application of a single coarse-grained
rule macro_ff_poly_combination:

rn€(G) - re€(G) | Seq,,f it £ =58
fel(G) '

In a post-processing step, such applications can be refined
using the finer-grained ff_poly_combination rule, which
has no side condition, as illustrated in Figure 2. The choice
to apply this proof elaboration or not is left to the user.

The rule above requires capturing the premise polynomials
and the multipliers; both are produced internally by CoCoAlib.
The premises can be recorded with high-level hooks in the
Grobner basis algorithm. The multipliers, however, must be
intercepted at a lower level, since CoCoAlib uses different
polynomial representations depending on the size of the field;
capturing them there also lets us reuse CoCoAlib’s interme-
diate results instead of recomputing them, which would incur
undue overhead during proof production.




€(G) -y € (G) neG) e iG)
1 oo - — - ‘ ‘
e = Z'_lmz'ri€<626<G>pNZi_1mz‘Tz

Fig. 2: Elaboration of macro_ff poly_combination (left) into a derivation that combines the finer-grained
ff_poly_combination with ff_poly_norm and a congruence step (right).

We output proofs in two formats: ALETHE [26] and CVC5’s
internal format, the Cooperating Proof Calculus (CPC) [24].

Figure 3 shows the proof of unsatisfiability in each format
for (a—0)-(a—1)-(a—2)~1in 3, where Rff.ideal
and @ff.variety correspond to new operators used in the
proofs to represent the ideal of a set of polynomials and that
the variety of an ideal is non-empty, respectively.

In the ALETHE format we package all theory specific
reasoning into a single rule, £f_pac, of the following form:

v({G) #D |
I

Here pac_proof is a proof in the format detailed in the
next section, intended to be checked with our extension of
PACHECK. Polynomial conversion and polynomial normaliza-
tion are modeled as new ALETHE rules. We have extended the
ALETHE checker CARCARA with support for them.

The CPC format was extended with rules directly mirror-
ing the abstract calculus above. We have extend LEAN-SMT
correspondingly so it can reconstruct all of them into Lean.

pac_proof

IV. PROOF CHECKING

SMT certificates combine proofs for preprocessing and
propositional steps with theory specific reasoning. To check
these certificates we have a pipeline combining the standalone
ALETHE checker CARCARA, an efficient proof checker for
the ALETHE format written in Rust, and our extension of
PACHECK, called FFPACHECK. All non-finite-field, polynomial
conversion and normalization rules are checked by CARCARA,
while FFPACHECK is responsible for checking rules justifying
that a polynomial variety is empty.

Overall, we have extended both the ALETHE format and
CARCARA with support for finite field sorts and expressions,
both from the theory and the proof-specific ones, used to repre-
sent polynomial ideals and varieties. We added proof checking
for the rules £f_diseq, ff_poly_norm, ff_poly_norm_eq,
and ff_poly_conversion. To check the £f_pac rule, which
encapsulates polynomial reasoning, we rely on FFPACHECK
as an external dependency which takes the argument of the
ff_pac proof step, collected in a temporary file.

The rules £f_poly_conversion, ff_poly_norm_eq, and
ff_diseq are checked directly via pattern matching: we verify
that the arguments and premises have the expected format
and use them to build an expected conclusion that is matched
against the one given in the certificate.

The £f_poly_norm rule, which concludes t; ~ to when ¢;
and ¢ have the same normal form, as defined in Section III-A,
requires normalizing ¢; —¢2 and verifying that the result is the

zero polynomial. Polynomials are represented as an IndexMap
from monomials to their coefficient. Since monomials serve
as keys in this map, they need a canonical representation
supporting equality and hashing. We represent each monomial
as a list of variable terms sorted by their pointers. Since
CARCARA applies hash consing, all occurrences of the same
variable share the same pointer, and this yields a canonical
representation.

FFPACHECK

We use PAC [15] as a baseline of our new proof calculus
for finite fields in order to leverage its efficient proof checker,
PACHECK. The original version of PAC is defined over pseudo-
Boolean polynomials, where variables are Boolean and co-
efficients are integers. Proofs in PAC consist of a set of
polynomial axioms and a series of proof steps admitting linear
combinations of axioms and a target polynomial. The goal of
a PAC proof is to show that the target polynomial is contained
in the ideal generated by the axioms.

The PAC proof format, as defined in Kaufmann et
al. [15], can be understood via two proof rules: an ax-
iom rule, declaring all the ideal generators and thus anal-
ogous to ff_ideal generator, and a rule similar to
ff_poly_combination, called the linear combination rule.
The key invariant of a PAC proof is that every derived polyno-
mial from a linear combination rule lies in the ideal generated
by the axioms. The original PAC format is specialized towards
the pseudo-Boolean setting by handling Boolean arithmetic
via the normalization x - * — x. We adapted PAC to the
finite-field setting and implemented a corresponding proof
checker FFPACHECK. We had to adapt the normalization rules
to accommodate the finiteness of the coefficients and variables.

Normalization: All polynomials maintained by the
checker are kept in a canonical form as follows:

1) Coefficient reduction. All coefficients are reduced mod-

ulo p after every arithmetic operation.
Functional equivalence over F,. When evaluating poly-
nomials on elements of IF,,, we use the identity a” ~ a
for all @ € F,. Equivalently, two polynomials are
considered functionally equivalent over I, if they differ
by a multiple of xP — x.

2)

In contrast to PAC, where the goal is only to prove ideal
membership of a target polynomial, in our calculus the main
goal is to derive refutations in a more general way, which can
include branching on the potential values a variable can take.
PAC, however, does not accommodate this type of reasoning,
i.e., a PAC proof does not admit branching nor has mechanisms
to represent variables being assigned values on a branch.



(step t30
(cl (not (set.is_empty
:rule ff poly conversion

(@ff.variety (@ff.ideal Qg)))))
:premises (...) :args (...))

(step t31 (cl)
rargs (m 3;
alvli 3 + 2 vl + 2;

r 1l vl;))

:rule ff pac :premises (t30)

(a) ALETHE

; Below, Qg := a"3 + 2xa + 2

(step @p2 (set.member @g (CGff.ideal @Qg))
:rule ff ideal generator)

(step @p31
(not (set.is_empty (Q@ff.variety (Q@ff.ideal Qg))))

:rule ff poly conversion :premises (...))

(step @p32 false
:rule ff root_branch :premises (@p31l @p2))

(b) CPC

Fig. 3: Theory specific steps of the proof of unsatisfiability for (a — 0) - (a — 1) - (a — 2) = 1 in F5 in each output format.

Before describing individual rules here, we introduce the
overall shape of an FFPACHECK proof. It extends PAC to
support case splitting on the roots, corresponding to the rules
ff root_branch and ff_ exhaust_branch in the abstract
calculus of Section III, thus allowing proofs to be not only a
linear derivation but also a tree.

A root or exhaustive rule first declares the complete set
of feasible root values of a variable x, enumerating the sub-
derivations that must be closed. Opening each of these sub-
derivations is then the task of a separate branching rule,
which extends the axioms currently in scope with x — v
for each declared root v, one at a time. Each sub-derivation
then proceeds independently as its own linear derivation,
which may itself branch further through nested applications of
ff root_branch or ff_exhaust_branch. Let x ~ v - L
stand for “L is derivable from the assumption z ~ v.” Every
sub-derivation must establish x ~ v - L, either by deriving
the constant 1, validly declaring an empty root set, or by
branching further. An FFPACHECK proof closes exactly when
every leaf of the tree has been refuted in this way. In the
following, we introduce the new proof rules that were added
to support this kind of reasoning and also explain how existing
PAC rules were adapted.

A. Rule Types

Rules marked as ‘“adapted” were already present in PAC;

the remaining rules are new.

Modulus rule (new): m (value);
Sets the prime modulus p for all subsequent polynomial
operations. This rule must appear before any rule that depends
on field arithmetic. For example, m 3; selects Fs.

Axiom rule (adapted): a (id) (polynomial);
This rule instantiates £f_ideal_generator and declares a
new polynomial axiom under the given identifier. The poly-
nomial is immediately normalized as described above. For
example, with order p = 3 the axiom a 1 x°5 — 3»x + 2;
introduces the normalized polynomial x + 2 under identifier 1.

Linear combination rule (adapted):

1 {id) (idi)* ({multq)) + (id2)* ({multa)) + ---,
(expected);

This rules instantiates £f_poly_combination and derives a
new polynomial as a linear combination of existing ones and

stores it under a fresh identifier. The checker verifies that the
computed combination matches the declared expected result.

With these three rules we could simply lift the basic
structure of PAC to finite fields, i.e., every result of the linear
combination rule is a member of the ideal generated by the
axioms in the finite field modulo the value stated by the
modulus rule. However, as we now also want to accommodate
the setting of case analysis on the roots of a derived univariate
polynomial, or exhaustive search, we need to include branch
resolution rules.

B. Branch Resolution

The resolution procedure works as follows:

o Arootrule r (or exhaustive rule e) declares the complete set
of roots for a variable z, thereby enumerating all branches
that must be closed.

o Each branch rule b opens one branch for a single declared
root v, introducing the polynomial x — v into the local
context.

e A branch closes when either (a) a linear combination
deriving the constant 1 is recorded in that branch, or (b) a
root rule validly declares an empty root set in that branch.

o The proof is globally complete only when every branch
opened by every root declaration has been closed.

Root  rule (new):
-1
This rule instantiates ff_root_branch and validates the roots
of the polynomial stored under (id), which must be univariate
in (var). The checker independently computes ged(p, 2P —z)
using the GCD implementation of FLINT [28], extracts all
roots in I, and requires the declared root list to match
exactly. The verified roots are stored and become the allowed
branching domain for that variable. When the declared root list
is empty (e.g., r 2 x;), the root set is verified to be empty
and the current branch closes. This case can happen when the
univariate polynomial is either normalized to a constant or all

its roots are in the algebraic closure of IF,,, but not in F,.

r (id) (var) [{(rooti) (roota)

Exhaustive root rule (new): e (var);
Implementing ff_exhaust_branch, this rule declares the
entire field IF,, as the branching domain for variable v, without
reference to any particular polynomial. This rule subsumes the
root rule when all field elements are potential roots.



Branch rule (new): b (id) (var) (root);

This rule is not contained as a stand-alone rule in the abstract
calculus in Section III. It is rather a fine-grained instantiation
of the individual roots in the disjunction in the conclusions
of the rules ff_root_branch and ff_exhaust_branch. It
opens a nested branch for one declared root of (var) and stores
the polynomial ((var) — (root)) under the fresh identifier
(id). The root must have been declared for that variable by a
prior root or exhaustive rule. For example, b 12 x 1; opens
a branch for the assignment x = 1.

The rules above jointly implement disjunction elimination,
applied to the disjunctive conclusion of £f_root_branch. We
can state the whole procedure as a single rule, in the same
style as the rest of the calculus introduced in Section III
We write  ~ v for the disjunct V((G U {x — v})) % 0 of
ff_root_branch’s conclusion, matching how the branch rule
above is described as opening “a branch for the assignment
xr ~v” — and reuse x ~ v - L, as introduced above:

VvERoots(f) T=U {{E ~oub J-}1}61’»001:5(]")
1

The left premise is exactly the conclusion of
ff_root_branch; the right premise requires, for every
declared root v, a proof that the corresponding branch is
refutable. The same rule works for ff_exhaust_branch,
ranging both premises over v € F,, instead of Roots(f), with
no polynomial involved.

Read bottom-up, this rule mirrors the resolution procedure
above. The root rule (or exhaustive rule) supplies the left
premise by declaring Roots(f) (or F,). Each entry of the
right premise comes from one branch: a branch rule opens it
by adding x — v to the local axioms, and the branch closes
either by deriving 1 through linear combination steps (which
acts as an instance of the Unsatisfiability Conclusion rule) or
by a nested instance of this very rule.

| =

C. Implementation

FFPACHECK is implemented in C++. Polynomial coeffi-
cients and exponents are represented using a custom BigInt
type backed by the GNU Multiple Precision Arithmetic Li-
brary (GMP), allowing the checker to handle arbitrarily large
primes. A multivariate polynomial is stored as an std: :map
from monomials (themselves maps from variable names to ex-
ponents) to coefficients. All arithmetic operations immediately
apply normalization: coefficients are reduced modulo p, and
exponents are reduced using the field identity 2P = x.

The checker processes proof files line by line. All declared
polynomials are stored in a hash map from integer identifiers to
polynomials. The branch state is maintained via a substitution
stack that records the current variable-to-value assignments;
when a branch rule b is processed the assignment is pushed
onto the stack and all subsequent polynomial operations are
performed under that substitution. The set of roots declared
for each variable is tracked in a separate hash map. Checking
the proof succeeds only when every declared root set has been
fully consumed by matching branch rules.

D. Example

The following proof witnesses the unsatisfiability of the
system {22 —x, x+y, 2v +y+1, v+ 2+ 2, 2v + z}
over F3. The proof branches on the two roots of 22 — 2 in Fs,
namely x = 0 and x = 1, and derives a contradiction in each
branch. Comments in the proof can be added by lines starting
with the character c. We also present how these rules can be
understood by the proof calculus presented on Section III.

m 3;

c Axioms <+ conversion proofs.

al x"2 - x;

a2 x +y;

a 3 2xx +y + 1;

a4 x + z + 2;

a b 2+«x + z;

c ff_root_branch on x"2 - x;

rlxO01;

c Branch z=0: 2z 4+2(z+y)+ 2z+y+1)=1
b 10 x 0;

c ff poly_combination for 1 membership

1 11 10 » (2) + 2 * (2) + 3 « (1), 1;

c Branch z=1: (z—1)+(z+2+2)+22x+2)=1
b 20 x 1;

c ff_poly_combination for 1 membership
121 20 « (1) +4 % (L) +5 % (2), 1;

Lines a1-a5 declare the five axiom polynomials. Rule r 1
validates that 0 and 1 are the only roots of 22—z in F3, opening
two branches. In the branch x = 0, rule b 10 introduces x—0 =
2 = 0, and the linear combination 1 11 derives 2 -z +2- (x +
y) + (2 + y + 1) = 1. An analogous derivation closes the
branch x = 1. With both branches closed, the proof concludes.

V. PROOF RECONSTRUCTION AND AUTOMATION

We instrumented LEAN-SMT [19] with the proof calculus
from Section III to enable reasoning about finite fields in Lean.
LEAN-SMT operates on Lean’s zMod p datatype and assumes
the typeclass hypothesis [Fact p.Prime], in line with other
verification projects that use this representation [23], [29]. For
example, the following theorem states that there is no element
in zMod 5 that squares to 3:

(Nat.Prime 5)] (x
by smt

example [Fact ZMod 5)

—(x * x = 3) :=

To discharge this goal, LEAN-SMT translates it into the
following SMT query

(set—-logic ALL)

(declare—-const x (_ FiniteField 5))

(assert (not (not
(= (ff.mul x x)
(as ff3 (_ FiniteField 5))))))

(check-sat)

dispatches it to CVCS5, and reconstructs the resulting proof
inside Lean as we describe below.

A Lean proposition holds exactly when its negation is
unsatisfiable. Therefore, LEAN-SMT asserts the negated goal
as an SMT formula—note the outer .) wrapping
the body of the assertion above. An unsat answer from

(not



lemma ideal_generator
{xs y zs MvPolynomial Nat

y € ideal (xs ++ y
exact Ideal.subset_span

(ZMod p) }
zs) := by
(by simp)

Fig. 4: Lemma corresponding to £f_ideal_generator.

CVC5 certifies the original theorem. Reconstruction proceeds
rule by rule: each step in the proof calculus is discharged
by a corresponding lemma in Lean. To reuse results about
polynomial varieties and ideal membership from Lean’s math
library Mathlib, we adopt MvPolynomial Nat (ZMod p) as
our internal representation of polynomials, where Nat indexes
variables and ZMod p is the coefficient domain. Different
proof rules, however, are discharged using different supporting
datatypes, as we now illustrate.

Ideal ~membership rules: The polynomial rules
ff diseq, ff_ideal_generator, ff_poly_combination,
and ff_exhaust_branch are all justified directly over
MvPolynomial, by appealing to Mathlib lemmas about
ideals and varieties. For instance, the correctness of
ff_ideal_generator reduces to the lemma in Figure 4,
which simply states that any generator of an ideal belongs to
the ideal.

Conversion rules: Mathlib’s MvPolynomial is an alge-
braic structure that exposes no syntactic representation of its
elements, which makes the conversion between Lean’s modu-
lar arithmetic and our polynomial setting awkward to formalize
directly. We therefore introduce an intermediate inductive
datatype zMod.Expr p that captures the AST of a zMod p
expression. Given a context ctx mapping variable indices to
ZMod p values, we define function eval (ctx Nat —
ZMod n) — Expr n — ZMod n, which interprets an ex-
pression as an element of ZMod p, and function toPoly
Expr n — MvPolynomial Nat (ZMod n), which embeds
the expression into Mathlib’s algebraic representation.

A second motivation for zMod.Expr p is that several prop-
erties of polynomials are not computable from the algebraic
MvPolynomial structure but become decidable on the AST.
For example, justifying the ff_root_branch rule requires
checking that a polynomial is univariate and that the roots
produced by cvcC5 are exhaustive, which can be reduced to
the evaluation of the expression on every element of the field
via eval.! Figure 5 shows the corresponding lemma, which
relies on the completeRoots predicate built on top of eval.

Normalization:  To support the ff_poly norm
rule we implement a verified normalization procedure
ZMod.Expr.toPolynomial that maps a ZMod.Expr
p expression to an auxiliary datatype Polynomial p
representing its canonical form. Correctness, stated in
Figure 6, says that two expressions whose canonical forms
agree evaluate to the same value in any context.

I'This could be done more effectively via a GCD computation, similarly to
how FFPACHECK does it, but would require significant effort to do an efficient,
provably correct, GCD computation in Lean, which we leave as future work.

def Expr.completeRoots [NeZero n] (p Expr n)
(1 : Nat) (rs List (ZMod n)) Bool :=
p.isUnivariateOver i &&

V r, p.eval (fun _ =>r) = 0 < r € rs

lemma root_branch [Fact n.Prime] {p Expr n}

variety (ideal ps) # 0
— p.toPoly € ideal ps
— p.completeRoots i rs
— orN (rs.map A r => variety
(ideal (ps ++ [.X 1 + .C (-n)1)) # 0

Fig. 5: Lemma corresponding to £f_root_branch.

lemma eval_eq of_beqg {e1 e2 Expr o}
ej.toPolynomial == ez.toPolynomial —
er.eval ctx = eg.eval ctx

Fig. 6: Lemma corresponding to £f_poly_norm.

We deliberately do not delegate this normalization to Lean’s
ring tactic, which also performs such a normalization. First,
ring normalizes its input recursively inside the kernel, which
is expensive on large polynomial expressions typical of SMT
preprocessing; toPolynomial instead computes a single
canonical form per relevant top-level expression and decides
equality by syntactic comparison. Second, in our experiments
ring fails to scale on the polynomial sizes that arise in our
benchmarks, while toPolynomial handles them reliably.

VI. EVALUATION

We performed an experimental evaluation aimed at mea-
suring the impact of proof production for the theory of finite
fields in CvC5, as well as the effectiveness of the proof check-
ing executed by our extension of CARCARA together with
FFPACHECK, and the proof reconstruction via our extension
of LEAN-SMT. We compared against the base performance
of cvc5 1.3.3 while solving the selected problems.” We
implemented our extension on top of CARCARA commit
f95bbd1 and LEAN-SMT commit 9b31496.

A. Benchmarks

To evaluate our implementations, we used benchmarks from
[20], selecting the 403 benchmarks for which CvC5 returns
outputs unsat in under 20 minutes with 16GB of RAM. We
ran all of our experiments on a cluster with nodes equipped
with 48 AMD Ryzen 9 7950X processors running at 4.50GHz
with a 20 minutes time out and 16GB of RAM.

B. Results

To establish a baseline, we consider here two configura-
tions of CvCS where proofs are not proof producing: de-
fault cvcS and cvc5+simp=none, which refers to the option
—-simplification=none, used natively by LEAN-SMT [19]

2The experimental data is available in an artifact at https:/doi.org/10.5281/
zenodo.20133204.


https://github.com/ufmg-smite/carcara/commit/f95bbd1c8b5841326bb24fd93ca350b859c7c444
https://github.com/ufmg-smite/lean-smt/commit/9b314968f6405395ecbc030c4d3f9b35e4974aa1
https://doi.org/10.5281/zenodo.20133204
https://doi.org/10.5281/zenodo.20133204

Tool | Solved Instances TO MO
CcvCSs 403 0 0
CVCS5+simp=none 392 8 3
cvc5+Proof 392 11 0
CVC5+Proof+CARCARA 392 11 0
LEAN-SMT 348 24 31

Total unsat | 403 N/A  N/A

TABLE I: Evaluation of Proof Checker Extensions on unsat
QF_FF benchmarks. TO stands for timeout and MO for
memout.

Tool | Cumulative Time (s)

249.48s (1.00x)

CVC5+simp=none

CvC5+Proof 599.59s (2.40%)
CVC5+Proof+CARCARA 642.18s (2.57x)
LEAN-SMT 9280.45s (37.20x)

TABLE II: Cumulative solving times on benchmarks solved by
all configurations (348 total). Slowdowns are reported relative
to CvCS5 with ——simplification=none.

when invoking cvc5. We keep the option for consistency
when evaluating all proof-producing versions of CvVC5, even
though cvc5 can produce proofs for it and CARCARA can
check them. The option disables a preprocessing pass that
infers a substitution from the equalities present in the input
formula and applies it to eliminate symbols, and can have a
quite significant impact on performance [4].

The number of solved instances, which may in-
clude proof checking or reconstruction, in each pipeline
is shown in Table I. The disabled preprocessing pass
leads to 11 unsolved problems, but producing proofs
(cveS+Proof), or checking them with CARCARA and FF-
PACHECK (CVC5+Proof+CARCARA), does not cost other
solved instances, i.e., they solve, or solve and verify, the
same 392 problems. LEAN-SMT can solve and reconstruct
348 instances. Execution times are heavily affected by the
proof reconstruction and type-checking overhead incurred
within Lean, most notably for the ff_poly_norm rule, whose
checking requires normalizing polynomials.’

Table II compares cumulative solving times across com-
monly solved benchmarks. The scatter plot in Figure 7 shows
the runtime distribution across all solved benchmarks. As
expected, cvC5 without proof production solves the highest
number benchmarks and is the fastest. The plot shows that
solving with proof production and verification combined has
comparable performance to proof production alone. The plot
and Table II also show that the impact of proof production
is on par with evaluations of the proof production of CvC5
across other theories [4].

3In our evaluation each instance is checked in a separate Lean file with
a single lemma corresponding to the conversion of the original SMT query,
and as a result all dependencies are reloaded for every instance. This includes
Mathlib, a massive mathematical library written in Lean. Since Mathlib’s
loading times have a large variance and loading it repeatedly is arguably an
artifact of our evaluation, we do not include this time in the results, but note
that the loading time per instance was on average 50s with a median of 10s.

400 1 — cvch

—— cvc5+simp=none

— = cvc5+Proof

----- cvc5+Proof+CARCARA
lean-smt

w

o

o
L

200 A

100 4

Solved Instances

101 101 10°
Time log (s)

Fig. 7: Benchmarks solved over time

On average, verifying a proof with CARCARA adds only
0.50 seconds over proof production alone. Roughly 77% of
the total verification time is spent by FFPACHECK verifying
the £f_pac rule, i.e., checking all the theory lemmas in the
proof.

VII. CONCLUSION AND FUTURE WORK

We presented a proof production and checking pipeline for
the SMT theory of finite fields that, to our knowledge, is the
first of its kind. We designed a proof calculus for CvC5’s
finite field decision procedure and instrumented the solver to
emit certificates in it. We extended PACHECK and integrated it
with CARCARA to check these certificates as part of complete
proofs in the ALETHE format. We also extended LEAN-SMT
with finite field support, providing SMT-based automation for
modular-arithmetic goals in Lean 4. Our evaluation shows
that proof production and external checking scale to the
vast majority of a selection of problems from benchmarks
presented in [20], with Lean reconstruction covering a smaller
but substantial fraction of the runtime.

Potential future work on proofs for the SMT theory of
finite fields could extend our calculus to the split Grobner
basis procedure [21]. Other future work could be making
the decision procedure implemented in Yices [12] proof-
producing. However, using our calculus for the latter would be
challenging, since Yices’ procedure does not rely on Grobner
Basis, using instead zero decomposition techniques.
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